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1 Executive Summary 

Zoom is a video conferencing suite which has seen a spike in popularity in response 
to increased remote working measures. However, there have been a number of 
reports and articles expressing doubt over the security of Zoom. This report provides 
a precis on the current security threats posed by Zoom to end-users. 

While many security concerns have already been patched, more serious reports such 
as the Ministry of Defence (MoD) suspending the use of Zoom due to security 
concerns[2] indicate that the situation should receive close and ongoing monitoring. 

Currently, the National Cyber Security Centre (NCSC) has indicated that Zoom should 
be safe for conversations not receiving a security classification[1] and is actively 
reporting on Zoom’s security profile[3]. 

We found the security concerns surrounding Zoom are largely endemic to all video 
conferencing solutions. In §5, we provide recommendations which should be applied 
for all platforms. 

 

No End-to-End Encryption 

So be careful with what you share and what you 
talk about on Zoom (and all similar services) as it 
could be demanded in litigation. 

 

Zoom has Known 
Software 
Vulnerabilities 

Such as file sharing 
links that can lead to 
privilege escalation 
(or credential theft) 
and host takeover. 
So configure your 
host to not use UNC. 

 

Zoom Session Initiations 
Pass Meeting Information 
in the Clear 

So always take a roll call 
of participants and be 
observant of possible 
ghost attendees that 
MiTM might reveal. 

 

WFH Users Are Not in Control of Their Border 
Devices (Cable Modem, Fibre Connections etc.) 

Zoom (like many other similar services) is a web 
service, and attackers are constantly exploiting home 
routers or ISP or even localhost DNS to eavesdrop on 
sessions with MiTM. 
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2 Current Security Concerns 

This section details active security concerns surrounding Zoom. We note, however, 
that these issues are largely generic across all video conferencing software and as 
such implementation of appropriate security policy should be made regardless of 
which platform is used. 

I. No client or service managed conferencing solutions, including Zoom, have end-
to-end encryption (E2EE)[5] because of QOS needs. Claims to the contrary 
appear to refer to the initial setup of a Zoom call while the UDP packets which 
carry the call data are not encrypted[7], leaving them open to intercept. 

Mitigation: Zoom calls should not be used to discuss highly sensitive 
information. In essence, this should be followed regardless of the video 
conferencing software, neither Microsoft Teams nor Skype for Business 

offer E2EE by default at this time. 

II. Zoom uses a background web server (the ‘ZoomOpener daemon’), to perform 
‘maintenance’. On macOS this was used to reinstall the Zoom client after 
removal; a feature that was only removed after public criticism. The server and 
related infrastructure remains in place and has been the source of a number of 
security vulnerabilities and privacy concerns (see §3). 

Mitigation: While not a currently active issue, the security surrounding the 
daemon should be closely monitored for changes or unusual traffic. Where 
possible, firewall rules should be updated to mitigate its effects such as not 

permitting unscheduled communications outside of working hours. 

III. An exploit discovered on 2020-03-31, and is as yet unpatched, allows attackers 
to obtain Windows password hashes via the Windows universal naming 
convention (UNC) mechanism that Zoom uses to share files[6]. 

Mitigation: Messages and communications via all video conferencing 
software should be treated with the same suspicion and practices as email 
links. Users should be wary of accessing links sent either on the platform or 

related to it. Similar vulnerabilities have been discovered with Microsoft 
Teams [9] and WhatsApp [10], and so care should be taken with all links. 

IV. There appears to be a rise in the number of phishing scams which are targeting 
Zoom users. This follows the trend of a sharp increase in the number of 
phishing attempts in response to the COVID-19 pandemic[8]. 
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Mitigation: This attack targets Zoom as it is currently the most popular 
video conferencing software solution but is by no means unique. Use of an 
alternative should not be considered a safety net; instead, effort should be 

made to help users identify phishing attempts. 

V. ‘Zoombombing’ is the name which has been colloquially given to unauthorised 
users accessing meetings to cause disruption. Access is to meetings is random 
rather than targeted as attackers are enumerating meeting IDs. 

Mitigation: Meeting passwords should be applied to all meetings to 
prevent unauthorised users from accessing the data. 

 
 

3 Common Vulnerabilities and Exposures 

The following table lists the exploits relevant to Zoom in the Mitre Common 
Vulnerabilities and Exposures (CVE) database. Zoom has mostly offered patches for 
these issues and updating the software to the latest version will provide the best 
protection. 



 6 

 

CVE-ID Version Platform Description Threat 

CVE-2020-11470 4.6.8 macOS Disabling library validation 
checking allows library injection 
attacks to obtain camera and 
microphone access. 

Low: Requires additional local 
access. 

CVE-2020-11469 4.6.8 macOS Local processes can obtain root 
access by replacing the contents of 
an installation script which Zoom 
runs as root. 

Low: Requires a third party to edit 
the script on the local machine. 

CVE-2019-13567 <4.4.53932.0709 macOS Remote execution of code is 
possible using the ZoomOpener 
daemon. 

Low 

CVE-2019-13450 4.4.4 macOS A user can be forced to join a call 
with the camera active as a site 
can interact with the local 
webserver. 

Medium: This leaves the user 
vulnerable to a cross-site scripting 
(XSS) attack. 

CVE-2019-13449 <4.4.2 macOS A machine can undergo a DOS 
attack via repeat focus grab calls to 
Zoom. 

Low: Requires an XSS or local 
script to perform the requests. 

CVE-2018-20401  

 

All Credentials can be harvested via 
simple network management 
protocol (SNMP) requests. 

Medium: This would require an 
SNMP agent to be installed on the 
machine, however, would provide 
a high risk of credential 
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compromise if so and configured 
incorrectly. 

CVE-2018-15715 <4.1.34814.1119<
4.1.34801.1116 
<2.4.129780.0915 

 

Windowsm
acOS 

Linux 

Users can be kicked, messages 
spoofed, and screen shares 
hijacked via a remote attacker 
spoofing UDP packets with only 
the IP address of the attendee and 
meeting ID. 

Medium: This utilises the fact that 
the UDP packets are unencrypted, 
leaving a targeted attack open. 

CVE-2017-15049 <2.0.115900.1201 

 

Linux User inputs are unsanitised 
allowing code injection. 

Low 

CVE-2017-15048 <2.0.115900.1201 

 

Linux 

 

Remote attackers can remotely 
execute code using the zoommtg:// 
scheme handler. 

Medium 

CVE-2014-5811  Android X.509 certificates are not verified 
leaving the user open to a man-in-
the-middle (MitM) attack. 

Medium 
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4 Privacy Concerns 

The following are not considered vulnerabilities as they are part of Zoom’s design; 

however, their functionality may be unknown to users. Administrators are able to[4]: 

 monitor attendees during a screen sharing session, such as seeing whether the 

Zoom window is active or not, 

 receive breakdowns of user activity such as total time spent in meetings, 

 access the content of recordings made by any user, and 

 see information on a user’s operating system, IP address, location data, and 

device information of participants for calls. This can be retrieved either during 

the call or afterwards. 

 

5 Recommendations 

Video conferencing has now become a major component of most businesses. Its 

sudden ubiquity and use for even the most trivial conversation has expanded the 

attack surface for malicious actors to gather vital business intelligence like never 

before. In light of the current security issues surrounding video conferencing, we 

make the following recommendations for all video conferencing software. 

5.1 Tactical 

 Perform roll call at the start of meetings to ensure everyone present should be 

and is aware of the call. 

 Meetings should be locked and have an access password applied. The 

password should be distributed to participants via an alternative channel such 

as email or telephone. 

 Filter inbound communications which contain references to the COVID-19 

pandemic. This will curb the effect of the sudden rise in COVID-19 related 

phishing attempts on the platform. 

 Apply the same policies to video conferencing collaboration as email messages, 

e.g. do not open unknown links and attachments, and check metadata for 

spoofing attempts, etc. The risk profile across all communication tools is very 

similar. Forbidding the sharing of documents using video conferencing 

software will ensure all participants known that any links are malicious. 

5.2 Strategic 

 Update firewall rules to minimise the risk of unauthorised users: i.e. restrict the 

permitted range of IP addresses to known users and locations, allow/deny 

access based on scheduled meeting times and working hours, etc. 
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 Use the data provided by Zoom to identify employee working patterns, 

possibly with an existing SIEM, in order to identify anomalous behaviour, and 

restrict access as appropriate. 

 Begin to plan for the home working situation to extend as far as December 

2020. Using Zoom or other video conferencing software should no longer be 

considered a ‘short-term fix’. It has now become critical infrastructure for 

ensuring business continuity. 

 Create a set of standard operating procedures across all communication 

platforms, video conferencing, email, telephone, etc. This should cover security 

protocols to be followed by users and guidance for the deployment and 

configuration of related infrastructure. 

 

6 Summary 

From the CVE database and reports from security researchers, we see that Zoom has 

suffered from a number of vulnerabilities, however many of them have been patched 

in a reasonable time frame, and the overall security threat level appears low. 

Alternatives such as Microsoft Teams, Skype, WhatsApp, etc. also suffer 

vulnerabilities which receive patches; this is the nature of software development and 

is by no means unique. The Zoom development team appear to competently address 

issues once they become known. Zoom is susceptible to the effects we are seeing 

with a lot of organisations in the current climate: the sudden uptick in use from its 

newfound popularity is going to see new vulnerabilities exposed at a faster rate and 

attract more attackers.  

As with all software, users need to 

 keep the Zoom software fully up to date and patched, 

 exercising caution over its use and follow best practices, 

 and be aware of personally identifiable information (PII) which may be made 

vulnerable from its use. 

It has been noticed that vulnerabilities appear to be most prevalent on the macOS 

platform; however, vigilance should be practiced by all user bases. 
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